MMAMSATKA JJISI OBYYAIOIUXCS IO UH®OPMAIIMOHHOM
BE3OIMACHOCTH

C KaxabpIM TOJOM MOJIOJICKH B UHTEPHETE CTAHOBUTCS OOJIBIIIE, a IIKOJIbHUKH
OJIHU W3 CaMbIX aKTUBHBIX MOJib30BaTener Pynera. Mexny tTem, mnoMuUMO
OTPOMHOTO KOJINYECTBAa BO3MOYKHOCTEH, MHTEPHET HECET U MPOOIeMbI. JTa
maMsaTKa JOJKHA TOMOYb TeOe 0e30ImacHO HaXOdUThCS B CETH.

Komnbrorepabie BUPYChI

KoMrmbroTepHbIii BUPYC — 3TO PA3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPaAMM,
OTIMYUTEIHHON OCOOCHHOCTHIO KOTOPOU SIBISIETCS] CIIOCOOHOCTH K Pa3MHOKECHHUIO.
B nononHeHne K 3ToMy, BUPYChl MOT'YT IOBPEIUTH WIIM MOJHOCTHIO YHUUTOKUTh
Bce (hailyibl ¥ TaHHBIE, TOJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTo ObL1a
3alynieHa 3apaxeHHasi IporpaMma, a TakKe MOBPEAUTh WIH JaKEe YHUUTOXKHUTh
OIEPaIIOHHYIO CUCTEMY CO BCEMU (ailiiaMu B 11es1oM. B OonblInHCTBE cilyyaeB
pacupoCTPaHsSIOTCS BUPYChl UEPE3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

— Hcnone3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIIHNE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX POTPaMM;

— TlocrosinHO ycTaHaBivBai mautu (IMGPOBBIC 3aIUIATKH, KOTOPHIE
aBTOMATUYECKH YCTAHABIMBAIOTCA C LETBI0 JOPAOOTKU MTPOTPaMMBbl) U
Jpyryve OOHOBJIEHUS CBOEH onepaimoHHON cucteMbl. CKkaunBaii UX TOJIBKO C
ounmansHOro caiita paspadborurka OC. Ecnu cyiiecTByeT pexxum
aBTOMATHU4YECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

— Paboraii Ha cCBOEM KOMITBIOTEPE MO/ MPAaBAMHU MOJIb30BATENS, a HE
aJIMUHUCTPATOPa. ITO HE MO3BOJIUT OONBIIMHCTBY BPEJJOHOCHBIX MPOTrpaMM
WHCTAJUINPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

— Hcnonbs3yit aHTUBHPYCHBIE IPOTPAMMHBIE MPOAYKTHI U3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

— Orpannyb GU3HYECKUI TOCTYN K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIUIL;

— Vcnonb3y#i BHENIHUE HOCUTENIHN UH(POpMAIY, TaKue Kak (Iemnika, JUCK UiH
(aiin U3 UHTEpHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

— He oTkpriBaii KOMIIbIOTEpHBIE (HANITBI, TOTYYCHHBIE U3 HEHAICKHBIX
MCTOYHUKOB. Jlaxke Te (aitibl, KOTOphIE MpUCIa TBOWU 3HAKOMBIN. Jlyurie
YTOYHU y HETO, OTIPABJISUI JIU OH Te€OE HX.

Cern WI-FI

Wi-Fi — aT0 He Buj nepeayun JaHHBIX, HE TEXHOJIOTHUS, & BCETO JIUIIb OPCHI,
Mapka. Emie B 1991 roay Hunepianackas KOMIIaHUS 3aperUcTpupoBaiia OpeH
“WECA”, uro o6o3Hauasno cioBocouetanue “Wireless Fidelity”, koTopsiii
MEPEBOUTCS KaK “OeCIpOBOIHAS TOUHOCTh .



Jlo Hailero BpeMeHH Joliia Apyras ab0peBuaTypa, KoTopas SBIISIE€TCS TaAKOU ke
TexHojorueu. 3to abopesuarypa “Wi-Fi”. Takoe Ha3BaHue ObLIO TaHO C HAMEKOM
Ha CTaHJIapT BbIcIIel 3ByKoBoM TexHuku Hi-Fi, 4To B mepeBojie 03Ha4aeT
“BBICOKAsi TOUHOCTD .

Jla, OecIaTHBIM MHTEPHET-A0CTYH B Kae, OTSISIX U adpOIopTax SBISCTCS
OTIIMYHOM BO3MOKHOCTBIO BBIX0J1a B UHTEpHET. HO MHOTHE SKCTIEPTHI CUUTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMHU.

CoBeTbI 110 0€30MACHOCTH PAadOTHI B 001IeT0CTYNHBIX ceTsax Wi-fi:

— He nepenasaii cBoro TnuHyt0 HHpoOpMaImio depe3 odrienoctymnubie Wi-Fi
cetu. PaboTast B HUX, JKeNaTeIbHO HE BBOJIUTH MAPOJIU JOCTYNA, JIOTUHBI U
KaKHue-TO HOMEPa;

— Hcnonw3yit 1 0OHOBIISI aHTUBUPYCHBIE TTPOTpaMMBbl U Opanamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;

— Tlpu ucnonn3zoBanuu Wi-Fi otkmtoun ¢pynkiuio “O0uuit qoctyn K daitnam
u npuHTepam”. JlaHHast GyHKIMS 3aKPBITA 110 YMOTYAHHUIO, OJTHAKO
HEKOTOpPBIE MO0JIb30BaTENN aKTUBUPYIOT €€ JIJIsi yA00CTBa UCIIOIB30BAHUS B
pabote unu yueoe;

— He ucnonw3yii nyonmaasrii WI-FI q1s nepegadu IMUHBIX TaHHBIX,
HaIrpuMep, ISl BBIX0/J1a B COLUAIIBHBIE CETH WM B 3JIEKTPOHHYIO MOYTY;

— MHcnonb3yi Tonbko 3amuiieHHoe coenunenne yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOAU UMEHHO “https://”;

— B mMoOunbpHOM Tenedone oTkmoun Gyukiuio “Tloakmodenue k Wi-Fi
aBTomMatuuecku”’. He momyckaii aBTOMaTU4E€CKOTO MOAKIFOYEHUS
ycTpoicTia K cetsim Wi-Fi 0e3 TBoero cornacus.

CoununajabHble CeTH

CouuasibHbIE CETH aKTUBHO BXOJIAT B HAITY KU3Hb, MHOTHE JIIOJIA paboTaloT 1
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJITHAP] YEIIOBEK,
qTO SIBJIICTCSI OMHOM CEAbMOM BCEX JKUTENCH IIaHeThl. MHOTHE MOJIL30BaTEIN HE
MMOHUMAIOT, YTO HH(pOpMAITUs, pa3MeIIeHHAs UMH B COITUATIBHBIX CETSIX, MOXKET
OBITH HaliZieHa U UCIIOJIb30BaHa KEM YTrOJHO, B TOM YHKCIIE HE 00513aTENIHHO C
OJIaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COIHAJIBHBIX CeTHAX:

— Orpanuyb cIUCOK Apy3el. Y Te0s B Ipy3bsAX HE JAOHKHO OBITh CIy4YalHbIX U
HE3HAKOMBIX JIFOJICH;

— 3amuinai cBO 4acTHYIO0 ku3Hb. He yka3biBail maposu, TenedoHsl, ajpeca,
JIaTy TBOETO POXKJICHUS U JPYTYIO JINYHYIO UH(OPMAIIHIO.
310YMBIIIJIEHHUKH MOTYT UCIIOJIB30BaTh J1a)Ke HHPOPMAIMIO O TOM, KaK ThI
Y TBOU POJIMTEINH IUIAHUPYETE MTPOBECTU KAHUKYJIbI;



— 3amuiiail CBO pemyTaluio — IepKu €€ B YUCTOTE U 3aaBail cede Bompoc:
X0Tes Obl Thl, YTOOBI IPYTUe MOJb30BATENN BUIETH, UTO Thl 3arpy Kaeuib?
[Toxymaii, mpexk/ie 4eM 4TO-TO ONMyOJUKOBATh, HAIUCATh U 3arPy3UTh;

— Ecnu Tl rOBOPHIIIB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJB3YH CBOE
peanabHOe UMl U IPYTYIO JIMYHYIO HHPOPMALIUU: UMSI, MECTO KUTEIIbCTBA,
MECTO yueObl U IpoYee;

— MW306eraii pasmemenns Gororpaduii B IHTepHETE, T/IE THI H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAEIUTHh TBOE MECTOIIOJIOKEHHE;

— [lpu peructpanuu B COMAIBbHON CETH HEOOXOUMO HCIIOJIB30BAThH CIOKHBIE
MapoJIH, COCTOSIINE U3 OYKB U (P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

— Jlns conmanbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOIMMO HCIIOIh30BaTh
paszHbie apoiu. Toraa ecau Te0s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKY TOTy4YaT
JOCTYT TOJBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DNEeKTPOHHBIE IEHBIY — ATO OYEHb YAOOHBIN CIIOCO0 TUIaTeXel, OJTHAKO
CYILIECTBYIOT MOIIIEHHUKHU, KOTOPBIE XOTAT MOJTYUYUTh 3T JICHBIH.

3J’I€KTpOHHBI€ JCHBI'H ITOABHUJIMCH COBCEM HECAABHO 1 KMMCHHO H3-3a 3TOI'O BO
MHOT'HX T'OCYIapCTBax 0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun e orr QyHKITMOHUPYIOT U 0 HAX YK€ MPOMHCAHO B 3aKOHE, TJIE UX
pa3AeIsItOT Ha HECKOJIBKO BUJIOB — aHOHUMHBIC U HE aHOHMMHBIC. PasHuIia B TOM,
YTO aHOHUMHBIE — 3TO T€, B KOTOPHIX pa3pemiaeTcs MPOBOIUTh ONepanun 0e3
UACHTU(UKAIINY TTOJIH30BaTeNIs, @ B HCAHOHUMHBIX UACHTU(UKAIIHS TOJIH30BaATEIIS
SIBJISIETCS 00s3aTEIIHLHOM.

Taxoke ciaemyeT pa3inuyarh dJIEKTPOHHbBIC (PUATHBIE ICHBIU (PABHBI
roCyapCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbBIE HEe(UATHBIE ICHBIU (HE paBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€e30MacHO# padoTe ¢ JIEKTPOHHBIMHU IeHbIAMU:

— TlpuBsoku kK cueTy MOOMIIbHBIN TesleOH. DTO caMblil yAOOHBIN U ObICTPbIN
Croco0 BOCCTAaHOBUTH IOCTYM K cueTry. [IpuBsizanHblil TenedOoH MOMOXKET,
eciu 3a0yAeIb CBOM IIJIATEKHBIN TapoJib WK 3aiCeIh Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

— MHcnons3yi ogHopaszoBelie nmaponu. [lociie nepexona Ha yCUIEHHYO
aBTOpHU3AINIO TeOE ykKe He OYJIeT yIpoKaTh OMACHOCTh KPaXu WU
IepexBarTa IUIaTeKHOr0 NapoJis;

— BriOepu cnoxubiil maposns. [IpectynHukaM Oy1eT HEe TPOCTO yraaaTh
CJI0>KHBIN ITaposb. HanexxHpie mapoiau — 3T0 naposiv, KOTOPBIE COAEPKAT HE
MeHee 8 3HAKOB U BKJIFOYAIOT B C€0S1 CTPOYHBIC U MTPOMHUCHBIE OYKBBI, IIU(PPHI



1 HECKOJIbKO CMMBOJIOB, TaKHM€ KaK 3HAK J0JuIapa, pyHTa, BOCKIUIATCIIbHbIH
3HaK u T.11. Harmpumep, $tROng!;;
— He BBOAM cBOM JIMYHBIC JAHHBIC HA caiiTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIEKTPOHHAS MOYTA

DIEeKTpOHHAS TIOUTA — 3TO TEXHOJOTHS U MPEAOCTABISIEMBIE €10 YCIYTH 10
MePEChUIKE U MOJTYUYCHHIO AJICKTPOHHBIX COOOIICHUM, KOTOPBIEC paclpeesatoTcs B
KOMIBIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SIIUK BBITIISIAT
CIICAYIOIIMM 00pa30oM: UMsI_TOJIB30BaTEIA(@UMS_JoMeHa. Takke KpoMme nepeaadn
MIPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh IlepeiaBaTh (hauJibl.

OcHOBHBIE COBETHI 10 0€30MaCHOM padoTe € 3JIEKTPOHHOM MOYTOM:

— Hano BeIOpaTh NpaBUILHBIN OYTOBBIN cepBUC. B HHTEpHETE €CTh
OTPOMHBIN BEIOOP OECIUIATHBIX OYTOBBIX CEPBUCOB, OJHAKO JTyYIlIe
JOBEPATH TEM, KOTO 3HACIIb U KTO NIEPBBIM B PEUTHHIE;

— He ykaspiBaii B 1M4HOM nouTe IMYHYI0 HH(popManuto. Hanmpumep, mydine
BBIOpATh “My3bIKaNIbHBIN _(paHaT@” uim “pok2013” BMecTo “remal3”;

— Hcnonp3yli IBYX3TallHyIO aBTOPHU3ALHI0. ITO KOrAa HOMUMO NApOJIsd HYKHO
BBOJUTH KOJ, MPUChUIAEMbIA 0 SMS;

— Bp10epu coKHbIN aposib. J{Jis Kaka0ro MOYTOBOIO SIIIUKA JTOJKEH ObITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

— Ecnm ecTp BO3MOKHOCTbh HAITMCATh CAMOMY CBOM JIMYHBIN BOIPOC,
WCIOJIb3YH 3TY BO3MOXHOCTb;

— Hcnonp3yli HECKOIBKO MTOYTOBBIX AIMKOB. [1epBbIi 11 yacTHOM
MIEPEINCKU C apecaTaMy, KOTOPBIM Thl TOBEPSACIIb. ITO JICKTPOHHBIN
aZipec He HaJl0 UCIOJIb30BaTh IPU PETUCTPALIUU HA OpyMax M calTax;

— He oTkpeiBaii (haiinbl U Ipyrue BIOKEHUS B MHUCbMaX, JaXe €ClId OHU
IOPULLUIA OT TBOUX Jpy3ei. Jlydille yTouHU y HUX, OTHPABIISIIN JIU OHU TeOe
9T (aiIbl;

— [locne okoHuaHust pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPhITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakKaTh Ha “BoriTu’.

Ku0epOy1iimHr WM BUPTyajibHOE U3/1€BaTe/IbCTBO

KubepOyuiHr — npecieoBaHrue COOOIICHUSIMHU, COAEPKAIIIMMU OCKOPOJICHHUS,
arpeccuro, 3alyruBaHNe; XyJIUTAaHCTBO; COIIMAIbHOE OOUKOTUPOBAHUE C TIOMOIIIHIO
Pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI 10 00pbHle ¢ KUOEPOYIIMHIOM:

— He 6pocaiics B 60it. JIyummuii crioco6: mOCOBETOBAThCS Kak ce0sl BECTH U,
€CJIM HET TOTO, K KOMY MOYKHO OOpaTHThCS, TO BHaYaje YCIIOKOUThCA. Ecm



Thl HAUHEIIb OTBEYATh OCKOPOJICHUAMHU Ha OCKOPOJICHHS, TO TOJIBKO eIlie
00JIbIIe PA30XKKEIIb KOH(DIUKT;

YupasJasii cBoeil kubeppemyTanuei;

— AHOHHMMHOCTB B ceTd MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
34 aHOHUMHBIM aKKayHTOM;

— He crout Bectu Xynuranckuii 00pa3 BUpTyanbHOU KuU3HU. IHTEpHET
¢ukcupyeT Bce TBOU ACHCTBUS U COXpAHSET UX. Y JAIUTh UX OyJeT KpaifHe
3aTPyAHUTEIIBHO;

— Cobnronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

— Urnopupyit enuangHbiid HeratuB. OAHOPa30BbIe OCKOPOUTETHHBIC
COOOIIIEHUS JIydllle HITHOPUPOBaTh. OOBIYHO arpeccus MpeKpaiaeTcs Ha
Ha4yaJIbHOW CTauH;

— ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMHU, B
COLIMAJIBHBIX CETAX €CTh BOZMOKHOCTh OJIOKMPOBKU OTIPABKHU COOOIICHUN €
ONPEIEIICHHBIX aJPECOB;

— Ecnu Te1 cBUneTENnb KMOEpOyIMHTa. TBOM NEHCTBUS: BBICTYIUTH IPOTUB
IpecieoBaTes, I0Ka3aTh EMY, 4TO €ro IEUCTBUs OLIEHUBAIOTCS
HETaTUBHO, MOAAEPKATH )KEPTBY, KOTOPOH HYKHA IICUXOJIOTUYECKAS
IOMOIIb, COOOIIUTB B3POCIBIM O (PaKTe€ arpECCUBHOTO MOBEACHUS B CETH.

MooOuibHbId TesedoH

CoBpemeHnHbIe cMapT(HOHBI U TJIAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIIbIN
(GbyHKITMOHAJ, ¥ TETIEPh OHK MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMHU
KoMmmbroTepamMu. OgHAKO, CPEACTB 3aIUTHI IS TOJOOHBIX YCTPONUCTB MOKA OYCHD
Majio. TecTupoBaHue 1 MOUCK YSA3BUMOCTEN B HUX MPOUCXOJIUT HE TaK
WHTEeHCHBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX MPUITOKCHUT.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPAKTUYECKH JTIOTHATIN HACTOJIHHBIC
aHaJIOTH, OJTHAKO paciivpeHue GyHKIMOHAIA BIEUET 32 COO0U OOJIBITYIO
CI0>KHOCTh U MEHBIIIYIO 3aIIUIIECHHOCTb.

Jlanieko He Bce MPOU3BOAUTENH BBIITYCKAlOT OOHOBIICHUS, 3aKPhIBAIOIIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI1 0€30IACHOCTH MOOWIBHOIO Tesied)oHa:

— Huuero He sBisieTcs mo-HacrosiiemMy oecriaTHbiM. By ocToposkeH, Belb
Korja Tede mpeaaratoT OecriaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI
KaKHe-TO IJIaTHbIE YCIIYTH;

— Jywmaii, npexae uem otmnpaBuTh SMS, poto wim Bumeo. Trl TOUHO 3HACITD,
r7e oHu OyTyT B KOHEYHOM UTOTE?

— Heob6xo1uMo 0OHOBISTH ONEPAIMOHHYIO CUCTEMY TBOETro cMapT(doHa;



— Hcnonb3yit aHTUBUpPYCHBIE TPOTPAMMBI JI71s1 MOOMJIBHBIX TEIe(POHOB;

— He 3arpy>xail npuaoxeHust OT HEU3BECTHOIO UCTOYHHKA, BEb OHH MOTYT
COJZIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUCHHUE;

— Ilocne Toro kax ThI BeIIEIH C CaiiTa, A€ BBOIWI JUUYHYIO HH(POPMAITHIO,
3aiiI B HACTPOMKHM Opay3epa u ynanu cookies;

— Ilepuoguuecku npoBepsid, KaKue IVIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEpE;

— JlaBaii cBOI1 HOMEpP MOOMIIBHOIO TeJI€(POHA TOIBKO JIFOM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

— Bluetooth gomxen ObITh BBIKIIIOUEH, KOTJa Thl UM HE MOJIb3yeuibes. He
3a0bIBail MHOT1a IPOBEPSITH 3TO.

Online urpoi

CoBpeMEHHBIE OHIIAWH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS,
O00BEIUHAIOIINE COTHHU THICAY YEJIOBEK 110 BceMy Mupy. Mrpoku uccnenyror
JAHHBIN UM MHpP, OOLIAIOTCS IPYT C IPYTrOM, BBIMOJHSIOT 3aJaHUs, CPAKAIOTCA C
MOHCTPAMH H IOJIYYarOT ONBIT. 34 YAOBOJBCTBUE OHU ILIATAT: OKYIAOT JAMCK,
OIJIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKUE-TO OILHUU.

Bce 3Tu cpenctBa uAyT Ha MOAJIEPAKAHNUE U PA3BUTUE UTPBI, & TAKKE HA CaMy
0€30MaCHOCTh: COBEPIIICHCTBYIOTCSI CUCTEMbI aBTOPU3AIlH, BBIITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKU JJIs1 TPOTPaMM ), 3aKPhIBAIOTCA YS3BUMOCTH CEPBEPOB.

B no100HBIX UTpax CTOUT OIAcaThCs HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kd TBOETO IapoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPH3AIlUU OOJIBIIMHCTBA
Urp.

OcHoBHbBIE COBETHbI 110 0€30MACHOCTH TBOEIo HI'POBOTI0 aKKAayHTa:

— Ecnu apyroii urpok BeieT ce0s MIoXo WK CO37aeT Te0e HeMPUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

— Tloxanylicst aiMUHUCTPATOPaM UTPbI Ha MJIOXOE€ MOBEICHUE ITOTO UTPOKa,
YKEJATEIbHO MPUJIOKUTh KAKKE-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

— He yka3biBaii muunyto nH(GOpMaIMio B mpodaiie urpsi;

— YBakail Ipyrux y4aCTHUKOB IO UI'PE;

— He ycranaBnuBaii HeoduaabHbIe TaTYU U MOJIBL;

— Hcnonb3yl CIIO)KHBIE U pa3HbIE MAPOJIH;

— Jlaxxe BO BpeMsi UTPhI HE CTOUT OTKJIFOYATh aHTUBHUPYC. [loka Thl Urpaenib,
TBOM KOMITBFOTEP MOTYT 3apa3UTh.

@OUIIHHT WA Kpaika JINYHbIX JaHHBbIX



OOBIYHOM KpaXkell ICHET W JIOKYMEHTOB CEroJIHs YK€ HUKOTO HE YAUBHUIIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJOTHUI 3T0YMBIIIJIEHHUKU NTEPEMECTUIIUCH B UHTEPHET,
U TIPOJIOIKAIOT 3aHUMAThCSA “TIOOMMBIM” JICJIOM.

Tax nmosiBHIIach HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIIHHT, TJIaBHas
IIEJTb KOTOPOTO COCTOUT B TIOJNyUYE€HUU KOHPHUICHIINATHHBIX TAHHBIX
M0JIb30BaTeNeH — IOTMHOB U mapodieil. Ha anrnuiickom si3bike phishing untaercs
kak ummHr (0T fishing — peiOHas oIS, password — Maposb).

OcHoBHBIE COBETHI 110 00pbLOE ¢ PUIIMHIOM:

— Crienu 3a cBOUM akkayHTOM. Eciy ThI mo103peBaeliib, YTO TBOSI aHKETA
ObLJ1a B3JIOMaHa, TO He00X0AUMO 3a0JIOKUPOBATH €€ U COOOIIUTh
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

— MHcnonb3yit 6e30macHble BeO-CaliThl, B TOM YKCII€, MHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

— MHcnonb3yii cnoxHbIe U pa3Hble napoiu. Takum 00pa3oM, eciiu Teos
B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npouIII0 B CETH, a HE KO BCEM;

— Ecnu Te6s B3momanu, To HE00X0IMMO NPEIyNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T0OABJIEHBI y T€0S B IPY3bSIX, O TOM, YTO T€Os
B3JIOMAJI U, BO3MOXHO, OT TBOET0 UIMEHM OYJIET pacChlIaThCs CIIaM U
CCBUIKH HA (DUILIMHTOBBIE CANUTBHI;

— YcranoBu HajexHbli maposb (PIN) Ha MoOUIBHBEI TenedoH;

— OTkJII0YM COXpaHeHue napoiisd B Opaysepe;

— He oTkpebiBaii (haiinel U gpyrue BIOKEHUS B MUCbMax, JaXXe €CIIM OHU
IPUIILIM OT TBOUX Jpy3el. Jlydille yTOUHU y HUX, OTIPABIISIIN JIU OHU TeOe
9T (aJIbl.

Hudposas penyrauus

[Mudposas penyranusi — 3TO HEraTUBHAS WU O3UTUBHAS UHQOpPMALIKS B CETH O
tebe. KomnpomeTupytromias nndopmaiiusi, pa3MeilieHHas B UHTEPHETE, MOXKET
CEphE3HBIM 00pa30M OTPA3UTHCS Ha TBOCH peanbHOM *ku3HH. “Lludposas
penyTanus’ — 3TO TBOM UMUK, KOTOPBIA (popmupyercsa u3 uHGopmaluu o Tede B
WUHTEPHETE.

TBOE MECTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH
XapakTepa U paccKasbl 0 OJM3KHX — BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue noapoCTKH JIETKOMBICJICHHO OTHOCSATCS K IMMyOJIMKAIIMU JIMYHON
uHpopmaruu B IHTEepHETE, HE TOHUMAsi BOBMOYKHBIX MOCIENCTBUMA. ThI naXke HEe
CMOXeEITb JOTaaThcsi 0 TOM, 4To Gotorpadus, pa3MelieHHas 5 JeT Ha3al, cTajia
MPUYUHON OTKAa3a MPUHATH T€Os HA paldoTy.



KommenTtapuu, pazmenienue TBoux ororpaduii u Apyrue 1elcTBUS MOTYT HE
MCUYE3HYTh JIAXKE MOCIE TOTO, KaK Thl UX YAaIUIIb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty MH(OpMaIIHIO, IToNaia 1M OHa B IOUCKOBBIE CUCTEMBI M COXPAHUIIACh JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O T€0€ OKPYKAIOIIKE JTHOU, KOTOPhIE HAUIYT U YBUJIAT
sT0. Halitu nudopmaiuio MHOTO JIET CIIyCTS CMOXET JIF0OOM — KakK U3 J100pbIX
noOyXIeHUH, TaK U C HAMEPEHUEM MIPUUUHUTH BPe. DTO MOXKET OBITh KTO

YTOJIHO.
OcHOBHBIE COBETHI 110 3aUTe HU(PPOBOI penyTalnu:

— [lomymaii, mpexie yem 4yTo-To MyOJUKOBATh U MEepeaaBaTh y ceOs B Oyiore
WM B COLIMAJILHOM CETH;

— B nacTpoiikax npoduiig yCTaHOBU OTpaHUYEHHSI Ha IPOCMOTP TBOETO
poHIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO “IIs Apy3en’”;

— He pa3memniail 1 He yka3biBail HHPOpMAIINIO, KOTOPasi MOXKET KOT0-T1100
OCKOPOJISTH WJIH OOWXKATh.

— ABTOpPCKOE MpPaBo

— CoBpeMeHHbIE HIKOJbHUKN — AKTUBHBIE TI0OJIb30BaTENH LU(POBOTO
npoctpaHcTBa. OQHAKO JAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHUE MHOTUMU
BO3MOYKHOCTSIMU IIU(POBOro MUpa TpedyeT COOII0IEHU ITPaB Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

— Tepmun “uHTennekTyanbHasi COOCTBEHHOCTh OTHOCHUTCS K Pa3IuYHBIM
TBOPEHUSM YEJIOBEYECKOTO yMa, HAUMHAasi C HOBBIX M300PETEHUI 1 3HAKOB,
0003HaYaIOIINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U 3aKaHUMBAsI
KHUramu, (potorpapusamMu, KHHOPUIbMaMu U My3bIKaJIbHbIMH
IIPOU3BEACHUSIMU.

— ABTOpCKHE IpaBa — 3TO MpaBa Ha HHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEIECHUS HAYKH, JIUTEPATypbl U UICKYCCTBAa. ABTOPCKHUE IIpaBa
BBICTYTAIOT B KAY€CTBE FAPAHTUH TOTO, YTO UHTEIUIEKTYaIbHbIN/TBOPUYECKHI
TPYJ aBTOpa HE OyJIeT HAIIPaCHBIM, JACT EMY CIIPABEIJIMBbIE BO3MOKHOCTHU
3apaboTaTh Ha pe3yJbTaTax CBOEro TPy/a, MOJIYYUTh U3BECTHOCTh U
npu3Hanue. HUKkTo 6e3 pa3pernienus aBTopa He MOKET BOCIIPOU3BOAUTH €TI0
IPOU3BENIEHUE, PACIPOCTPAHATh, MyOJIUYHO JEMOHCTPUPOBATh, IPOJIaBaTh,
UMIIOPTUPOBATH, IyCKaTh B IPOKAT, IIyOJIMYHO UCIIOJIHSATS,
MOKa3bIBaTh/UCIIOJIHATH B 3(pupe ninm pazmeniats B MiuTepHere.

— Hcnonp3oBanue “IMPaTCKOro” MPOrpaMMHOI0 00ECTIEUEHHSI MOKET
NPUBECTU K MHOTMM PUCKaM: OT MOTEPH JIAHHBIX K TBOMM aKKayHTaM J0
OJIOKUPOBKH TBOET'O YCTPOWCTBA, TJI€ YCTAaHOBJIEHA HellerajibHast
nporpamma. He cTouT Takske 3a0bIBaTh, 4TO CYIIECTBYIOT JIETAJIbHbIE U
OecIIaTHbIE POTPaMMbl, KOTOPbIE MOKHO HalTH B CETH.



